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TECH ALERT KEY

* Inventory - (pg2/3) contains all administrative info.

* | atest Data (pgb) - shows all checks on system and last time check was run.

* Problems (pgB] - list of errors or critical problems with system

* Graphs (pg7) - historical graph view of all tracked fields

* Dashboards (pg8) — Main System Overview and custom dashboards for each device
* Web - N/A

* Configuration (pg9) — Adjust individual host settings and inventory fields

* URLS (pglQ0] — Hyperlinks to each device.

* Take Control (within URLS] (pgll) - remote desktop directly to system
j * Current Scripts (pgl2/13) — Ping, Recycle power to individual equipment, etc..

® Sustainment Advantages 15-1/] = Quick list of sustainment benefits for your program.




INVENTORY OVERVIEW PAGE

Contains: wan ip, dns, port, username / passwords,

and monitoring / alert triggers in use on this device

Overview Details

Host name COV-SDC-Trailer-ORV9152-USBP

Agentinterfaces [P address DNS name Connect to Port Default

47.207.48.172 static-47-207-48-172.tamp fl.fr¢ n 10050

OS & PC Type -2146826265
Description Tablet/tycon login:

username - soca
password - SOcA$%958

Modem login:

username - soca
password - SOcA$%0958

Monitoring Web Latest data Problems Graphs Dashboards

\ Configuration Host Items 32 Triggers 8 Graphs Discovery Web ;)

Cancel




INVENTORY DETAIL PAGE

. Host inventory

Includes relevant
system serial Info,

warranty periods, T e
system types, etc. : Nl # sestaaoizroizss

Vetted # -2146826265

Overview  Details

OS & PC Type -2146826265
Camera 1 Serial # 5092550482

Location latitude -98.4969

Location longitude 28.7934
Warranty Period 1 2/3/2022 - 2/3/2023

Group Trailer52

Date HW purchased 2/8/2022

Date HW installed 2/8/2022

Date HW maintenance expires 2/15/2023

Primary POC screen name 1205251612

‘v Cancel l



LATEST DATA DETAIL PAGE

Shows all checks on system and last time check was run.
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CBP . Laredo Fixed LPR Box 1 32m 495 BATF Histary
CBP - Laredo Fixed LPR Box 1 2om 4Ts 122V Sraph
CBP - Larodo Fixed LPR Box sraph L]

CBP - Laredo Fixed LPR Box 1 32m 455 av




PROBLEMS DETAIL PAGE

Shows list view of any current errors, severity level, duration, and
status of acknowledgement from administrator.

Problems

Y

Show  Recent problems  Problems  History Host inventory  Type (Full details) 82 Remove

Add

Host groups  type here to search Select

@ 0 9

Tags And/Or Or

Hosts CBP - Laredo Barrel 4 X Select
= type here to search tag Contains v value Remove
TH Add
“ riggers  type here to search Select
Problem Showtags  None 1 2 3 Tagname Full  Shortened None
\ Severity Not classified Warning High Tag display priority comma-separated list
Inf { A Urgent
E frotiaton = = Show operational data =~ None  Separately ~ With problem name
Age less than days
Show suppressed problems Show unacknowledged only
Compact view Show timeline
Show details Highlight whole row
Save as ‘ - | Reset ‘
Time v Severity Recovery time Status Info Host Problem ation Ack Tags

12d 20h 51m No

Displaying 1 of 1 found




GRAPHS PAGE

Shows historical graphed data of all tracked items.

2
<{  Zoom out Last 6 months (© -

Last 2 days Yesterday Today Last 5 minutes

From  now-6M

1o Last 7 days Day before yesterday Today so far Last 15 minutes

Last 30 days This day last week This week Last 30 minutes

Last 3 months Previous week This week so far Last 1 hour

Last 6 months

Previous month This month Last 3 hours

Last 1 year Previous year This month so far Last 6 hours

Last 2 years This year Last 12 hours

This year so far Last 1 day

CBP - Laredo Fixed LPR Box 1: Agent availability

last  min EV max
W Agent availability  [all] 1 0 0.9988 2

@ Trigger: PC is Offline  [= 0]

Graph shows system uptime at 9988 % of the time

(1% being online constantly for past 6 months)




DASHBOARD PAGE

Dashboards are customizable and built for specific products ana
devices contained within those products.

From  now.6h

Yo now

—1 Up (1)t

Dashboard s:;:n;z::r;: | [Top p|ght]

< Zoo SNMP Dashboard ®

L, Sremowwew selects correct dashboard view and

o System performance
Last 7 days Day before yesterday Today = les - . N
Last 30 days This day last week This week Last 30 minutes p e r‘ I O d Of t I m e y O u W a nt tO V I e W
Last 3 months Previous weel k This week so far Last 1 hour
Last 6 months Previous mon th This month Last 3 hours d a S h b O a r d P e S U | tS O V e r
\ Last 1 year Previous year This month so far Last 6 hours )
Last 2 years This year Last 12 hours
This year so far Last 1 day




CONFIGURATION PAGE

Adjust specific host settings like visible name, description,
Inventory items, etc.

Host Host
Host IPMI  Tags Macros Inventory Encryption  Value mapping Host IPMI  Tags Macros  Inventory Encryption  Value mapping
“ Host name: | |eBP - Laredo Fixed LPR Box 1 Disabled =~ Manual — Automatic
Vvisible name | CBP - Laredo Fixed LPR Box 1 Type (Full details) =~ Comms Box
Job Number 4497
Templates 1= |
1 Veited SNMPv2 Unlink Unlink and clear IMEI# | 865493042701293
1 Vetted Tycon Power Template Unlink Unlink and clear
1 Vetted OS Windows agent Unlink Unlink and clear Velied # 2146826265
1 CBP CDX Program Running Check Unlink Unlink and clear 0S &PCType  -2146826265
type here to search Select
PC Serial # >
-~ Groups  Discovered hosts ¥ Tycon Power Cycle ¥ USBP X Select 3
USBP - Laredo Texas (LRT) X I
type here to search Camera 1 Serial # + Camera 11
re s e onne: it efault
Interfaces IP address DNS name Conne: Port Default Camera ? Serial # « Camera 12
Agent | 107.89.11.202 1P DNS 10050 .
Camera 3 Serial #
‘ > Agent | 107.89.11.202 1P DNS 10051 Remove
Camera 4 Serial # <« Camera 6
SNMP | 107.89.11.202 IP DNS 161 () Camera 5 Serial # T
il Camera 6 Serial # <+ Camera 8
DESCapion Camera 7 Serial # + Camerag
Camera 8 Serial #
P Cerbo Serial + Camera 10
\ et Tycon Serial

- | Clone ‘ ‘ Full clone ‘ | Delete ‘ | Cancel | - | Clone ‘ ‘ Full clone | | Delete ‘ ‘ Cancel ‘




URLS

Direct hyperlinks to get to devices

Camera — Direct Hyperlink to camera
web interface

* Router — Direct Hyperlink to router
web interface

f . | e Solar Controller - Direct Hyperlink to

e o s oz Victron Cerbo web interface

=  TakeControl — Direct remote desktop
control of device (see next page)

peapppessa - \\Veb Monitor - Direct Hyperlink to

I Web Monitor interface

CBP - Laredo OR Trailer 3016



TAKE CONTROL

Remote desktop control of device. will open device overview page. click

remote control (green button) in top right to launch remote desktop.
(system device passwords are stored in notes folder)

RDER PROTECTI = [ DEVICE DETAILS
@ Views (& CBP- Laredo Fixed LPR Box 18

Activ @ Intel(R) Core(TM} i7-8700T CPU @ 2.40GHz ME: 18 Days 1 Hours 29 Minutes.

NLD 23288 GB EVICE CLASS: Workstations - Windows

job St

16.00 GB 171 NETWORKING: CBP - Laredo Fixed LPR Box 1 (vetted Ipr_trir local.tid)
ashboas [ 05 VERSION: Microsaft Windows 10 Enterprise LTSC EDINUSER:  VETTED_LPR TRLRWetted
& CUSTOMER MAME S Barder Protection - CBP Laredo Sector ] FEATURES: . ° ¥l

eppapne ¢ @as
[=] o 99 ‘s




CURRENT SCRIPTS

Ping Router

—— Opens new pop-up box, runs ping
, ﬁ B ¥ command to device, displays results

107.89.11.203 107.89.11.200 107.89.12.73

.. .17 i m‘ -l ) - -
CBP - Laredo Fix = 3 L= Box 4 'CBP - Laredo Fixed LPR Box 5 Laredo - 1 Cam LPR - VF001260
= o ' within TA
Voltage = Voltage =121V Voltage = 12.1 V. Voltage = UNKNOWN® ‘Voltage = *UNKNOWN*

Latest data -
Problems ==

Grapns E

Dashboards d

s otmer. ol oo

Ping Router

Configuration

(/] Script execution successful x
Camera
EEHETA Ouiput PING 107.89.11.202 (107.89.11.202) 56(84) bytes of data.
Router 64 bytes from 107.89.11.202: icmp seq—l ttl=52 time=136 ms
64 bytes from 107.89.11.202: icmp seq=2 ttl=52 time=54.4 ms
Solr Comrolier 64 bytes from 107.89.11.202: icmp _seq=3 tt1=52 time=381 ms
TakeControl
Web Monitor —— 107.89.11.202 ping statistics —— 107
3 packets transm_'l_tted 3 rec51ved 0% packet loss, time 2003ms CEP - Laredd
. e e B [ . Temperatur
g Voltage =

Ping Router

Tycon Power Cycle

LWk
107.89.10.225 107.89.10.235 107.89.11.207 €8P - Laredo ORY Trailer 5 CBP - Laredo ORY Trailer 9014
€8P - Laredo ORY Trailer 010 €8P - Laredo ORV Trailer 3011 CBP - Laredo ORV Trailer 9012 N-able not configured on PC
\ Voltage = *UNKNOWN* Voltage = *UNKNOWN®
W - WD
" " . g 3 \
€8P - Laredo ORY Trailer 5016 107.89.10.228 umn_-.ns 107.89.11.213 107.89.11.212 107.89.11.216
Trailer offline in N-able - Laredo ORY Trailer 9017 €8P - Laredo ORY Trailer 3047 €8P - Laredo ORY Trailer 9048 CBP - Laredo ORV Trailer

ws 1F Temperature= 75.3F Temperature= 82.5F Temperature= 79.5F




CURRENT SCRIPTS
Web Monitor Power Cycle

587 Laredo Sector (1RT) Allows cycling of device power
o FL ﬁ ﬁ remotely. PC / Modem cycle
el rchoots both of those devices.
E é & switch Cycle will reboot all
cameras. Fan Cycle s
temperature controlled and acts
as the thermostat locally in each
device to control airflow.

uwu |c-n|m VFO01262

PC/Modem SwitcH Fan hAA

closed closed
= == [ —

=/ == ==/ L J

( cyolE )  cyole ) ( cyolE )

 cyolE )

CB# - Laredo ORY Trailer 7016



USBP DASHBOARDS / USER PERMISSIONS

USBP Primary Account for DC / Program Manager Level — Provides access to
all sector equipment.

8806 @ 0 0

Sector Level Access — TechOps, each individual TechOps agent has access to his
sectors equipment, current status, etc.

Agent Level Access — Remote Desktop for aiming of cameras, notification of
battery low, geozone alerts for devices leaving an area, camera loss of power, etc.

USBP - Laredo Texas (LRT)

CBP Individual District Maps

Goomap
+ : L L | @ @ @ @
- o ey S — - b d
Sector

Big Bend Sector Blaine Sector Del Rio Sector Detroit El Centro Map

Spokane Tuscon Yuma

El Paso Sector Laredo Sector

BB @0 L

San Diego Sector (SDC)



SUSTAINMENT ADVANTAGES

Serial Information

Live Call of Serial Information Directly from Devices

Don't count on manual data entry from field level

Direct serial # calls from: Pepwave, PC, Victron Solar Equipment, L5F Camera, Axis
Camera, etc. Remove reliance on manually tracking serial of individual devices
deployed and on shelf assets. |E. If camera is swapped from one trailer to another for
different mm lens, serial will update and auto-assign to that group.

Track overall system performance, associated tickets, historical uptime, and many
more metrics to ensure your technology program is operating at peak efficiency.




SUSTAINMENT ADVANTAGES

Firmware Updates :

Live Call of Firmware Directly from Devices
* Get current version of device firmware.
* |dentify is firmware current y/n

* Direct link to devices for Firmware updates.

* Automated triggers if firmware falls out of date.



SUSTAINMENT ADVANTAGES

Agnostic to Hardware

Completely agnostic of hardware manufacture or device type.
Monitor any device with IP address.

* Different levels of monitoring capable depending on physical hardware w/ each
product.

* Heartbeat capability for any device w/ IP address

* Large supported device integration list of industry leading public safety
technology manufactures

* Automated triggers configured by users for various devices from various
manufacture types.
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